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Digital messages such as emails, texts, and direct messages on social media have become the norm
in everyday communications. That poses a profound challenge to wealth management compliance
teams. Firms must be able to capture and archive enormous electronic communication datasets

to ensure compliance with various regulatory requirements. This paper looks at the trend toward
digital communication in the investment business and showcases new, integrated technology
solutions that can help firms better manage digital messaging and compliance.

The explosion of digital messages has been nothing short of mind-boggling. firms must monitor and review “all written communications” from advisors
By one estimate, 23 billion text messages are sent daily, creating a new to clients to ensure they are not violating regulations or a firm’s code of

dataset of trillions of messages every year." It's no surprise that texts, emails, ethics. As digital communications have increased, regulators have expanded
social media messaging, and other digital communication technologies have the definition of “written communications” to include all electronic channels,
become pervasive in the investment industry. Wealth management firms, from emails to texts to social media, even embedded video and “chats”

in particular, want to leverage modern tools to meet clients where they are, on platforms such as Microsoft® Teams or Slack. Moreover, SEA Rule 17a-4?
which means increasingly communicating in the digital venues clients prefer. states firms must archive those messages for at least three years in a form
that is both easily accessible and secure from tampering, creating a massive
data management and compliance challenge.

That's where these quick and convenient communication media become
a regulatory risk. Under the SEC's Investment Advisor Act of 1940, advisory
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For wealth management firms, there is a strong sense of urgency around
this issue. Depending on a firm'’s size, the number of messages that must be
flagged and captured could add up to thousands per day. For regulators,
this has become a focus area of enforcement with real teeth. Recent sweeps
have resulted in billions of dollars in penalties for compliance failures. In one
landmark case, 16 big-name Wall Street firms were fined a collective $1.8
billion after investigators found that staff routinely communicated sensitive
deals and trading information using apps on their personal devices, and the
institutions failed to preserve the majority of those messages.> Wall Street

is getting the message. Big brokerage firms are reportedly increasing their
audits of advisors’ personal devices to ensure that client communications are
not taking place outside of approved channels.

Truth and conseguences

How are the SEC's digital messaging regulations intended to protect
investors? What are the risks they are supposed to mitigate? Honesty

and trust are foundational to investor confidence and fair dealing in the
marketplace. Regulators require firms to conduct broad and comprehensive
communications reviews to uncover fiduciary negligence, misleading
statements like making guarantees of hypothetical performance, and
improper representation of past performance. This includes identifying
communications, such as email, text, or social media, where an advisor could
be soliciting unapproved products, unsuitable investments, or prospecting
using non-approved content or campaigns. Firms must also be able to
identify and follow up on complaints quickly.

The consequences of non-compliance can be severe and very expensive.
While individual advisors are subject to enforcement actions, chief
compliance officers and entire firms can be sanctioned for “failure to
supervise” their employees’ communications. While there may be some
instances of illegal intent, many infractions are unintentional or accidental,
or the result of a lack of capacity to conduct adequate surveillance on the
growing volume of electronic messages.

The importance—and limitations—
of technology

The burden is squarely on compliance officers to be able to make judgment
calls on the thousands of messages coming into their communication
folders every day. So, how do compliance professionals sift and sort these
data points to distinguish potentially problematic communications from
legitimate and harmless ones?

Itis humanly impossible to eyeball every electronic communication from
every advisor. Firms need assistance from intelligent technology that can
search for blacklisted words and phrases. However, the most popular and
widely used platforms for monitoring and archiving digital messages are
not purpose-built for the wealth management industry. For example, these
platforms don't allow firm-defined customizations and tend to broad-brush
how blacklist words or lexicons are applied.

Linking the message to the
investors’ account

Compliance officers need a “connected view” that presents problematic
email or text message with the investor’s trading history, positions, and
account details. For example, a connected view would include the ability
to review an email flagged because it contained a defined keyword that
could indicate a possible discussion with the investor regarding a risky or
unsuitable investment, such as an inverse or leveraged ETF. This type of
added capability could save compliance officers thousands of hours of
review time by reducing false positives, vastly simplifying and streamlining
their work—while improving their effectiveness.

Fortunately, technology exists today that enables compliance teams to
implement firm-wide digital message surveillance and archiving, leveraging
lexicon-driven, keyword, and key-phrase intelligence to analyze virtually all
electronic communications and flag any potential infractions. What makes
such a platform more effective than generic solutions is its integration with
the firm’s portfolio management and reporting systems and custodial data
for access to client activity, transactions, and other relevant data.

Relying on message sampling is no longer regarded as a scalable way to comply
with these regulations. Having a way to refer to an investor’s trade history, positions,
and performance, along with the flagged message, is vital. Communications
surveillance can no longer be done in a vacuum.
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SS&C Solutions Working Together

The key to making digital messaging compliance technology work is
aggregating portfolio and investor account data directly from a firm’s core
wealth management platform, tightly integrated with the firm’s custodians.

Understanding the challenges of reviewing digital communications, SS&C
created Digital Message Surveillance (DMS) to relieve the data review process.
DMS is a unique compliance module available to SS&C's Black Diamond®
Wealth Platform clients. This highly customizable and comprehensive feature
set supports analyzing and archiving all emails, text, social media, Black
Diamond in-app messages, and prospect communications. The holistic tool
removes the robotic work from compliance teams, allowing them to prioritize
regulatory risk management in other areas while advisors continue building
relationships with their clients.

Compliant With Key Regulations

— FINRA 2210 Communications with the Public

FINRA 3010 Supervision System

— Investment Advisor Act of 1940 Rule 206(4)-1: Investment Adviser
Marketing

— Investment Advisor Act of 1940 Rule 204(2): Books and Records to be
Maintained by Investment Advisers

— Security Exchange Act of 1934 Rule 17a-4(b)4
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If you want to learn how SS&C’s Black Diamond Wealth Platform can support your unigue advisory
firm, please call 1-800-727-0605, email info@advent.com, or visit blackdiamond.advent.com.
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About SS&C’s Black Diamond Wealth Platform

SS&C Technologies’ unigue business model combines end-to-end expertise across financial services operations with
innovative software and solutions for the financial services industry.

The SS&C Black Diamond® Wealth Platform is at the heart of SS&C’s wealth management offerings. This award-winning,

powerful solution empowers wealth managers to leverage deeply integrated services and advanced technologies to
thrive in today’s dynamic global market. From prospecting and onboarding to proposal generation, ongoing portfolio
management reporting, compliance, an interactive client portal, and more, Black Diamond delivers essential features,
ensuring advisors can confidently achieve their business objectives.

Plus, proactive, personalized attention from a dedicated service team ensures advisors receive access to an elite
combination of technology and service.

© 2024 SS&C Technologies Holdings, Inc. The Black Diamond Wealth Platform is a product of SS&C Advent.
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